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UBIQUITOUS WI-FI
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Application Security

UBIQUITOUS WI-FI – PRIVACY THREATS

Network-Level 
Inference

This talk: 

Physical-Layer 
Wireless Sensing
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1. The Wi-Fi physical layer

2. Wireless sensing and privacy implications

3. IRShield: Countermeasure against adversarial wireless sensing

TALK OVERVIEW
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S o u r c e :  w i k i m e d i a . o r g

IEEE 802.11 WI-FI

This talk :)
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WI-FI ON THE PHYSICAL LAYER

Each Wi-Fi packet (PPDU) begins with a preamble

• Signal detection

• Frequency estimation

• Channel estimation

P e r a h i a a n d  S t a c e y,  „ N e x t  G e n e r a t i o n  W i r e l e s s  L A N s “ ,  C a m b r i d g e  U n i v e r s i t y  P r e s s ,  2 0 0 8

Preamble: 
Known sequence, unencrypted
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WI-FI CHANNEL ESTIMATION

Radio signal propagation distorts transmitted signal

• Attenuation, reflection, scattering, ...

Channel effects must be removed to receive the payload data

Channel 

estimation

Time

Preamble Payload
Every Wi-Fi receiver estimates the
radio channel
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Channel State Information (CSI)

Received signal strength indication (RSSI) „on steroids“

Complex-valued frequency-domain transfer function of

the wireless channel

WI-FI CHANNEL ESTIMATION II
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WIRELESS SENSING

Extract information about the surrounding environment from 

the wireless channel

Wireless channel depends on environment

Time

Detection Recognition Estimation

Motion

Events

Gestures

Individuals

Objects

Keystrokes

Positions

Vital signs

Ma et al., “WiFi Sensing with Channel State Information: A Survey“. ACM Comput. 

Surv., vol. 52, no. 3, 2019.

Channel 

estimation

Preamble Payload

CSI
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COMING TO A WIRELESS NETWORK NEAR YOU
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ADVERSARIAL WIRELESS SENSING

Extract information about the surrounding environment from 

the wireless channel

Time

Detection Recognition Estimation

Motion

Events

Gestures

Individuals

Objects

Keystrokes

Positions

Vital signs

Ma et al., “WiFi Sensing with Channel State Information: A Survey“. ACM Comput. 

Surv., vol. 52, no. 3, 2019.

Channel 

estimation

Preamble Payload
Privacy violation by rogue receiver
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Unwanted channel (= radio wave propagation) 

towards passive eavesdropper

Remote monitoring: Obtain sensitive information

from the inside of the environment

Potentially same capabilities as legitimate parties

PRIVACY IMPLICATIONS

Monitored environment

Detection Recognition Estimation

Motion

Events

Gestures

Individuals

Objects

Keystrokes

Positions

Vital signs
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STATE-OF-THE-ART: ADVERSARIAL MOTION DETECTION

TP-Link N750 router,

transmitter
TP-Link N750 router,

receiver
CSI
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STATE-OF-THE-ART: ADVERSARIAL MOTION DETECTION

Zhu et al., “Et Tu Alexa? When Commodity WiFi Devices Turn into Adversarial Motion 

Sensors,” in 27th Annual Network and Distributed System Security Symposium, NDSS 

2020.

Signal variation reveals

human motion!
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STATE-OF-THE-ART: ADVERSARIAL MOTION DETECTION

Zhu et al., “Et Tu Alexa? When Commodity WiFi Devices Turn into Adversarial Motion 

Sensors,” in 27th Annual Network and Distributed System Security Symposium, NDSS 

2020.

Motion

detection

region

Adversary derives

detection threshold

from measurement

without motion.

Sliding

standard
deviation



YOUR W I-F I  IS  THE  EAVESDROPPE R 'S  RADAR:  HOW  TO COUNTER PRIVACY T HREATS OF W IRE LESS  SENS ING |  P.  S TAAT 18

Conflicting goals: Enabling wireless communication vs. preventing wireless sensing

Previous countermeasures:

• Require full-duplex radio or mechanic movement

• Make changes to transmitter and receiver devices

• Affect the wireless quality-of-service 

COUNTERMEASURES?
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IRSHIELD:

A COUNTERMEASURE AGAINST ADVERSARIAL PHYSICAL-LAYER 

WIRELESS SENSING

Presented at S&P ’22

Joint work with 

Simon Mulzer2, Stefan Roth2, Veelasha Moonsamy2, Markus Heinrichs3, Rainer Kronberger3, Aydin Sezgin2

2 Ruhr University Bochum
3 TH Köln – University of  Applied Sciences
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INTELLIGENT REFLECTING SURFACE (IRS)

Smart radio

propagation

environments
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1. Standalone operation, device-agnostic

2. Large IRS configuration space

3. Leaving the wireless quality-of-service unaffected

IRSHIELD: RESOLVED CHALLENGES

©  M i c h a e l  S c h w e t t m a n n ,  R U B
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Unit cell reflector

• Multiply reflected wave either by +1 or −1

• PIN diode-based switching

• Digitally configured from a microcontroller

Prototype IRS

• Low-cost printed circuit board (PCB)

• 256 elements

• Operates at 5.35 GHz

PROTOTYPE IRS DETAILS

256 x
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IRS OPERATION PRINCIPLE

0,1,0,0,0,0,1,0, …

෍
−1

+1
−1 I

QQ

I

Random 

configuration

Optimized

configuration

Non-IRS 

signal

propagation.

IRS-

controllable

reflections.
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Time-varying IRS

IRSHIELD SYSTEM MODEL

Motion

Adversarial motion detection

Victim environment
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INTUITION OF IRSHIELD

Signal 

variation

Signal 

variation

Time-varying IRS

True positives,

true negatives

Adversarial motion detection

False positives, 

false negatives

Adversarial motion detection
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IRS-BASED SIGNAL VARIATION

5% 5% 5% 5% 5% 5%IRS change: ...

Time

Sliding

standard
deviation

How to produce signal variation with the IRS?

Randomly select 5% out of all IRS elements

➔ Flip their state

➔ Repeat 20 times / second
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How to vary the sliding standard deviation?

Additionally invert all IRS elements

➔ Interleaved with gradual randomized IRS changes

➔ Larger signal variation range

IRS-BASED SIGNAL VARIATION CONT‘D

5% 100% 5% 100% 5% 100%IRS change: ...

Time

Sliding

standard
deviation
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EFFECT OF IRSHIELD

Without IRS With IRS

No longer

distinguishable

IRShield

interferes with

threshold finding
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EFFECT OF IRSHIELD

Strong effect of motion

within line-of-sight

Residual detectability

of adaptive attacker

Without IRS With IRS

Different transmitter location in target environment
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HEATMAP SETUP

Where in the target area can the attacker detect motion?
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SPATIAL IMPACT OF IRSHIELD

Color shows 

detection rate 

in percent

Motion detection

according to the literature
Adaptive motion detection

Attacker 

adapts to 

IRShield

Without IRSWith IRS With IRS
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WIRELESS QUALITY OF SERVICE

PER does not 

improve with

IRShield

No PER 

degradation

with IRShield

Higher transmission speeds

P
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Verify IRShield effectiveness against additional wireless sensing attacks

Optimized IRS configurations to enhance impact of IRS on adversary channel 

How to differentiate legitimate and adversarial wireless sensing?

How could a wireless sensing adversary benefit from using an IRS?

FUTURE WORK
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CONCLUSION

Wireless sensing and its privacy implications

IRS-based channel obfuscation to counter adversarial wireless 

sensing: IRShield

• Independent of devices, waveforms, and standards

• Plug-and-play operation

• No degradation of wireless quality-of-service

Evaluation against state-of-the-art human motion detection attack

Contact:

Paul Staat

paul.staat@mpi-sp.org
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THANKS FOR YOUR
ATTENTION!

DatasetsPaper

Contact:

Paul Staat

paul.staat@mpi-sp.org

https://arxiv.org/abs/2112.01967 https://doi.org/10.5281/zenodo.6367411


