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Handshake (incl. Key Ex)

Application

Handshake (incl. Key Ex)

Application

Master Secret



TLS Handshake
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Hello

Hello

Certificate

Key Exchange

Hello Done

Key Exchange

Application

...

(EC)DHE

(EC)DH

RSA

RSA/DSS

Signature
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Handshake (incl. Key Ex)

Application

Handshake (incl. Key Ex)

Application
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Handshake (incl. Key Ex)

Application

Handshake (incl. Key Ex)

Application

Ticket

Ticket
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=Enc    (     )

Server stores one            - used for all clients

Client stores       and   

STEK (Session Ticket Encryption Key)
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● near 100% Browser Support

● ~75% Server Support

● −50% connection establishment time

● −95% CPU time

https://blog.cloudflare.com/tls-session-resumption-full-speed-and-secure/

In Practice

https://blog.cloudflare.com/tls-session-resumption-full-speed-and-secure/
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Handshake (incl. Key Ex)

Application

Handshake (incl. Key Ex)

Application

Ticket

Ticket

TLS 1.2

1. Can decrypt recorded sessions

2. Same secret reused

3. Tickets sent in plaintext



TLS Session Tickets

• Speed up handshake

• No key exchange

• No certificate

• Encrypted using STEK

• Known only to server

• STEK compromise catastrophic

• Passive traffic decryption

• Decrypt previous and future sessions

• Active server impersonation
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Brief Summary
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Motivation: GnuTLS
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= 0x00000000000000000000000000000000

How widespread is something like this?

➔ Scan servers in the wild



Ticket Format?
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Connect

Session Ticket

How to determine whether STEK=000000?

➔ decrypt with key=000000

What to decrypt?

Where’s the IV?

Where’s the Ciphertext?

How do tickets actually work?



Session Tickets on the Byte Level
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=Enc    (     )

• RFC 5077:

• AES-128-CBC

• HMAC-SHA-256

• Encrypt-then-Mac

• Regular key rotation

key name IV len encrypted_state MAC

16B 16B 2B <len> 32B



Our Plan

1. Analyze open-source implementations

• Ticket format

• Algorithms

• Look for immediate issues
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2. Large-scale analysis



Open Source Analysis

Algorithms
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RFC 5077 AES-128-CBC HMAC-SHA-256

BoringSSL AES-128-CBC HMAC-SHA-256



Open Source Analysis

Algorithms
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RFC 5077 AES-128-CBC HMAC-SHA-256

BoringSSL AES-128-CBC HMAC-SHA-256

Botan AES-256-GCM (GMAC)

GnuTLS AES-256-CBC HMAC-SHA-1

GoTLS AES-128-CTR HMAC-SHA-256

MatrixSSL (TLS 1.2) AES-256-CBC HMAC-SHA-256

MatrixSSL (TLS 1.3) AES-256-GCM (GMAC)

mbedTLS AES-128/256-GCM/CCM (GMAC/CBCMAC)

OpenSSL AES-256-CBC HMAC-SHA-256

Rustls ChaCha20 Poly1305

s2n AES-256-GCM (GMAC)

Apache AES-128-CBC HMAC-SHA-256

Nginx AES-128/256-CBC HMAC-SHA-256

OpenLiteSpeed AES-128-CBC HMAC-SHA-256

Complexity

Key Wearout Possible - Addressed

As Recommended

Weaker than Recommended



Open Source Analysis

Format
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key name IV len encrypted_state MAC

16B 16B 2B <len> 32B

only included by 2

5 Libraries: 12B

Botan: magic

mbedTLS:  4B

Botan 4B

Rustls 0B

Botan: seed



Open-Source Analysis

Conclusion

• Close to recommended format

• Some fields shorter

• IV/Nonce before ciphertext

• Encrypt-then-MAC
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• Some complexity

• One weaker algorithm

no immediate issues



Our Plan

1. Analyze open-source implementations

• Ticket format

• Algorithms

• Look for immediate issues
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2. Large-scale analysis

• Propose potential pitfalls

• How to gather tickets

• How to analyze tickets

• Perform Scan



Large Scale Evaluation

Potential Pitfalls

• Plaintext session tickets

• Would still work

• Weak STEK (enc or auth)

• 0x000000, 0x010203, ...

• Also check weak algorithms

• Reused Keystream

• e.g. CTR/GCM with reused nonce

• Authentication Issues

• Bitflips

• CBC Padding Oracle
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Offline

just need ticket

Online

observe sever behavior



Large Scale Evaluation

Plaintext Ticket
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Connect

Session Ticket



Large Scale Evaluation

Testing for Weak STEK
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Connect

Session Ticket



Large Scale Evaluation

Testing for Weak STEK
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1. Decrypt Ticket

2. Check for master secret      in plaintext

• Unknown algorithm, key, IV, structure

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5c4042fad0b0a8c6747ef5e43969a42ef883b1c529fc097d4

IV Ciphertext
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Testing for Weak STEK
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1. Decrypt Ticket

2. Check for master secret      in plaintext

• Unknown algorithm, key, IV, structure

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5c4042fad0b0a8c6747ef5e43969a42ef883b1c529fc097d4

IV Ciphertext



Large Scale Evaluation

Testing for Weak STEK
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1. Decrypt Ticket

2. Check for master secret      in plaintext

• Unknown algorithm, key, IV, structure

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5c4042fad0b0a8c6747ef5e43969a42ef883b1c529fc097d4

IV Ciphertext



Large Scale Evaluation

Testing for Weak STEK
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1. Decrypt Ticket

2. Check for master secret      in plaintext

• Unknown algorithm, key, IV, structure

• AES, ChaCha, DES, 3DES?

• ECB, CBC, CTR, GCM?

• Key?

• 0x000000, 0x000102, 0xFFFFFF

b26b38b49fa971dee53e5137b0e73226c74e0cbd21d5c4042fad0b0a8c6747ef5e43969a42ef883b1c529fc097d4

IV Ciphertext



Large Scale Evaluation

Brute Forcing the STEK

• Tested TLS “related” encryption algorithm combinations:

• DES : ECB, CBC mode

• 3DES : ECB, CBC mode

• AES-128/256: ECB, CBC, CTR, CCM, GCM mode (ignoring auth)

• ChaCha20

• Tested TLS “related” authentication algorithms:

• HMAC: MD5, SHA1, SHA256, SHA384 and SHA512

• 144 potential keys

• >400 potential formats (encryption)
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Large Scale Evaluation

Methodology
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Connect

Session Ticket

Connect

Session Ticket

Connect

Session Ticket

10x TLS 1.3

10x TLS 1.2

…

For online analysis

Connect

???

mOdifiEd TiCkeT



Scans
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ZMap
port 443

ZMap
port 443

ZGrab2
TLS

Offline 

Tests

Tranco

TLS-Crawler
Controller

TLS-Crawler
Worker

TLS-Scanner
with Online Tests

TLS-Attacker
Results

IPF

IP100k

T1M

pre-T1M

T100k

Tickets

Tickets

more

more



Offline Analysis Online Analysis

Scan

Unencrypted 

Ticket

Weak

STEK

Reused 

Keystream

Missing Auth. 

Protection

Padding

Oracle

pre-T1M 0 1923 – – –

Results

• Scope: Tranco 100k – 1.9% vulnerable

• Most of the servers belonged to AWS

• STEK = 0x0000….

• Reported April 2021, fixed within 8 hours

• According to AWS, bug was maybe introduced in September 2020

• Probable cause: Change in the STEK format of NGINX caused wrong “offsets”
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Results
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Offline Analysis Online Analysis

Scan

Unencrypted 

Ticket

Weak

STEK

Reused 

Keystream

Missing Auth. 

Protection

Padding

Oracle

pre-T1M 0 1923 – – –

T1M 0

T100k 0

IP100k 0

IPF 0



Results
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Offline Analysis Online Analysis

Scan

Unencrypted 

Ticket

Weak

STEK

Reused 

Keystream

Missing Auth. 

Protection

Padding

Oracle

pre-T1M 0 1923 – – –

T1M 0 –

T100k 0 0

IP100k 0 0

IPF 0 1



Results
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Offline Analysis Online Analysis

Scan

Unencrypted 

Ticket

Weak

STEK

Reused 

Keystream

Missing Auth. 

Protection

Padding

Oracle

pre-T1M 0 1923 – – –

T1M 0 – – –

T100k 0 0 0 0

IP100k 0 0 0 0

IPF 0 1 – –



Results
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Offline Analysis Online Analysis

Scan

Unencrypted 

Ticket

Weak

STEK

Reused 

Keystream

Missing Auth. 

Protection

Padding

Oracle

pre-T1M 0 1923 – – –

T1M 0 3 – – –

T100k 0 1 0 0 0

IP100k 0 0 0 0 0

IPF 0 189 1 – –



Results

Weak Keys
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -mostly AWS
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Weak Keys
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

mostly AWS
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

12 AES-256-CBC 00 00 ... 00 00 HMAC-SHA384 00 00 ... 00 00

mostly AWS

Results

Weak Keys
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

12 AES-256-CBC 00 00 ... 00 00 HMAC-SHA384 00 00 ... 00 00

3

mostly AWS

Results

Weak Keys

aes key 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f

hmac key 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

12 AES-256-CBC 00 00 ... 00 00 HMAC-SHA384 00 00 ... 00 00

3

mostly AWS

Results

Weak Keys

key name 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

aes key 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f

hmac key 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

12 AES-256-CBC 00 00 ... 00 00 HMAC-SHA384 00 00 ... 00 00

3 AES-128-CBC 10 11 ... 1e 1f HMAC-SHA256 20...2f 00...00

mostly AWS

Results

Weak Keys

key name 00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f

aes key 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f

hmac key 20 21 22 23 24 25 26 27 28 29 2a 2b 2c 2d 2e 2f

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

12 AES-256-CBC 00 00 ... 00 00 HMAC-SHA384 00 00 ... 00 00

3 AES-128-CBC 10 11 ... 1e 1f HMAC-SHA256 20...2f 00...00

75

mostly AWS

Results

Weak Keys

aes key 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

hmac key 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Servers

Found

Encryption Authentication

Algorithm Key Algorithm Key

1908 AES-256-CBC 00 00 ... 00 00 - -

118 AES-128-CBC 00 00 ... 00 00 HMAC-SHA256 00 00 ... 00 00

12 AES-256-CBC 00 00 ... 00 00 HMAC-SHA384 00 00 ... 00 00

3 AES-128-CBC 10 11 ... 1e 1f HMAC-SHA256 20...2f 00...00

75 AES-256-CBC 31...31 00...00 HMAC-SHA256 31...31 00...00

mostly AWS

Results

Weak Keys

aes key 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

hmac key 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31 31

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00



Results

Summary

• No authentication issues

• One reused keystream

• Weak keys

• Many 0-keys

• 00 01 02 03

• Partially initialized
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Handshake (incl. Key Ex)

Application

Handshake (incl. Key Ex)

Application

Ticket

Ticket

TLS 1.2

1. Can decrypt recorded sessions

2. Same secret reused

3. Tickets sent in plaintext
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Handshake (incl. Key Ex)

Application

Handshake (opt. Key Ex)

Application

Ticket

Ticket

TLS 1.3

1. Can decrypt recorded sessions

• Allow key exchange

2. Same secret reused

• Derive new secrets

3. Tickets sent in plaintext

• Sent encrypted
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Handshake (incl. Key Ex)

Application

Handshake (opt. Key Ex)

Application

Ticket

TLS 1.3

0-RTT DataTicket

• If no Key Ex:

• Decrypt Application

• Read 0-RTT Data

• Impersonate Server

• TLS 1.2 is widely used



We Really Need to Talk

About Session Tickets
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We Really Need(ed) to Talk

About Session Tickets
• 0000 isn’t a secure key

• Tickets undermine TLS security guarantees

• Hidden danger in

• Crypto shortcuts

• Silently breaking crypto

• Unverifiable crypto

• Design protocols verifiable for both parties

• Add defense in depth to your implementation

• Check key material before use
55Sven Hebrok @RuhrSec 2023

Findings

Conclusions

Takeaways



We Really Need(ed) to Talk

About Session Tickets
• 0000 isn’t a secure key

• Tickets undermine TLS security guarantees

• Hidden danger in

• Crypto shortcuts

• Silently breaking crypto

• Unverifiable crypto

• Design protocols verifiable for both parties

• Add defense in depth to your implementation

• Check key material before use
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Findings

Conclusions

Takeaways



TLS Keys

Key Ex. Key Master Secret Encryption 

Key

MAC Key Certificate Key CA Certificate 

Key

STEK

How many 

Users/Servers

One User One User One User One User All Users of 

One Server

All Users All Users of 

One Server

Passive Impact Decrypt Traffic Decrypt Traffic Decrypt Traffic - Maybe Key 

Exchange Key

- Decrypt Traffic

Active Impact Intercept Traffic Intercept Traffic Intercept Traffic Alter messages Impersonate 

Server

Impersonate 

Server

Impersonate 

Server

Validity One Session 

(+Resumption)

One 

Connection

One 

Connection

One 

Connection

Months-Years Years Hours-Weeks

Externally 

Auditable

Partially Doable (random) (random) (random) Yes Yes Hard
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TLS Keys

Key Ex. Key Master Secret Encryption 

Key

MAC Key Certificate Key CA Certificate 

Key

STEK

How many 

Users/Servers

One User One User One User One User All Users of 

One Server

All Users All Users of 

One Server

Passive Impact Decrypt Traffic Decrypt Traffic Decrypt Traffic - Maybe Key 

Exchange Key

- Decrypt Traffic

Active Impact Intercept Traffic Intercept Traffic Intercept Traffic Alter messages Impersonate 

Server

Impersonate 

Server

Impersonate 

Server

Validity One Session 

(+Resumption)

One 

Connection

One 

Connection

One 

Connection

Months-Years Years Hours-Weeks

Externally 

Auditable

Partially Doable (random) (random) (random) Yes Yes Hard
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Key Derivation

TLS 1.2
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gab

Master Secret

Symmetric Keys Symmetric Keys Symmetric Keys

Handshake Resumption 1 Resumption 2



Key Derivation

TLS 1.3
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Handshake Secret

Master Secret

Symmetric 

Keys

KEX

Handshake Resumption 1 Resumption 2

Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
Resumption 

Secret

PSK

Early Secret Early Secret

<optional KEX> <optional KEX>



Key Derivation

TLS 1.3 - Without Key Exchange
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Handshake Secret

Master Secret

Symmetric 

Keys

KEX

Handshake Resumption 1 Resumption 2

Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
Resumption 

Secret

PSK

Handshake Secret

Master Secret

Symmetric 

Keys
Resumption 

Secret

PSK

Early Secret Early Secret

<optional KEX> <optional KEX>



Tested Keys
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Repeating bytes

○ 00000000…

○ 01010101…

○ 0F0F0F0F…

○ 10101010…

○ FFFFFFFF…

…

Increasing bytes

○ 00010203…

○ 10111213…

○ 20212223…

○ 30313233…

○ 40414243…

…

Stepping bytes

○ 00102030…

○ 00112233…

○ 00011223…

Known Magic Constants (wikipedia)

○ ABADCAFE…

○ DEADBEEF…

○ DEADBABE…

○ BAAAAAAD…

○ BAD22222…

○ BADBADBA…

○ CAFEFEED…

…

NIST Example Keys

○ 2b7e151628aed2a6abf7158809cf4…

○ 8e73b0f7da0e6452c810f32b80907…

○ 603deb1015ca71be2b73aef0857d7…

48 keys 48 keys 3 keys 47 keys

3 keys

144 keys total



encrypted_state

struct {

ProtocolVersion protocol_version;

CipherSuite cipher_suite;

CompressionMethod compression_method;

opaque master_secret[48];

ClientIdentity client_identity;

uint32 timestamp;

} StatePlaintext;
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TLS Handshake
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Libraries
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Assumed Format
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Encryption: 434 Formats

Authentication: 126 Formats

unauthenticated 

prefix

prefix IV len
0/2B

encrypted_state MAC

decryption input decryption input

MAC input

MAC input start MAC input endIV offset

ciphertext offset

key name IV len encrypted_state MAC

16B 16B 2B <len> 32B



Full Results
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Found Keys

Sven Hebrok @RuhrSec 2023 68



nginx change
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Ticket Size
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Based on MesserWoland, Crypto key, CC BY-SA 3.0

Path and Alignment slightly adapted, Colors changed for some figures

Based on https://publicdomainvectors.org/en/free-clipart/Vector-drawing-of-grayscale-key/31029.html
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