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Static vs. Dynamic Groups
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E2EE in Push Messaging



End-to-End-Encryption
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End-to-End-Encryption

Encryption by
ﬁ h@ the sender
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Decryption by
the receiver



For E2EE we need:

block length: 128 bits

key length: 256 bits

k > AEs-256
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Decryption Decryption
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encryption algorithms
(AES, ChaCha20)

encryption modes
(authenticated encryption)

symmetric keys

stateless via
Public Key Encryption (PKE)
Key Encapsulation Mechanisms (KEM)

stateful via
Authenticated Key Agreement
Ratcheting
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key length: 256 bits

block length: 128 bits
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TLS 1.2

TLS-RSA

Client C' Server S
[(skc, pke, certc)] (sks, pks, certs)

e < {0,132
te + getTime()[32]

Client Pre- Server
master
4]
Pre-
shop.con) master
® > Secret
Public key

CKE ¢ PK.Encpi, (pms)
[CV — oc —
Sign,y,_(CH, ..., CKE)]

[ (\O
S
‘a‘ = PRF s (l1,mc|rs)

6 kSE RSV OS|IVSC ¢ PRFs(lo, rslrc)

maclkene
FINg
PRF,.s(l5,h(CH, ..., CKE[,CV]))
EnckL,C"SC(FINCv MACkgic(FINc),pad)

pms <+ PK.Decy, (CKE)

FINg +
PRF,. (s, h(CH, ..., FING))
CcCS

Enckc'sncC (FINc, MAC;C%%'E (FINs), [](l,d)
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Client C' Server S
[(skc, pkc, certc)] (sks, pks, certs)

T & {0,1}22
t = aetTime(V[29]

Client Server

choose s randomly
compute g*mod p

. g°mod p +
signature
choose ¢ randomly )
compute g°mod p
gcmod p
)
pms = g**mod p pms«" “mod p

vy oy Uy
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LR

—2 \ 2
6 5 PRF s (h,70|rs)

kSEIRSCIIVES|IVSC  PRFs(la, rsrc)

ke kene

FINg
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FINs «
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E-Mail Encryption is stateless

/ /

L A
bob@b.org

®
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Double Ratchet — continuous DHKE

Smartphone Smartphone
Alice Cloud Bob

Server

gbo 5 sigB [ gbO ’ SigB ]

gbO ’ SigB

g
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Instant Messaging Security



Overview of Messengers

IM Protocol

Double Ratchet (DR)
WhatsApp
Facebook Messenger DR with Message Franking
Proteus (=DR; diff. AE)
Olm (=DR; diff. KDF)
Threema NIKE

O
X

iMessage Public-key encryption

Telegram MTProto

* Novel cryptographic mechanism: Double Ratchet (DR)

* Forward Secrecy
* Future Secrecy

DR

Sender Key (SK)

SK with Message Franking
Proteus (=DR)

Megolm (=SK)

NIKE

Public-key encryption
Unencrypted

RuhrSec 2023

WebRTC

SRTP
Undocumented
SRTP

WebRTC

SRTP
MTProto



Overview of I\/Iessengers

o Double Ratchet (DR) WebRTC

DR sender Key (SK) SRTP

DR with Message Franking SK with Message Franking Undocumented
W proteus (=DR; diff. AE) Proteus (<DR) SRTP

Public-key encryption Public-key encryption SRTP
MTProto Unencrypted MTProto

RuhrSec 2023



IM Encryption: NIKE

NIKE: Security properties similar to Client A Client B
secure E-Mail (sk,pk) = (a,A= g7 (sk,pk) = (b,B= gP)
* Private key compromise in NIKE: all Kag X25519(a,B) Kag X25519(b,A)
messages to and from the client can n {01}
be decrypted noncesp  nhoncesa [ {n}

ctxt E txt;n
* Other problems (see paper below, X ka8 (PLXE; )
src||dst]|...||n||ctxt

fixed) ,

Threema

if N2 noncesg : discard
ptxt Dk, g(ctxt;n)
noncesg  noncesg[ {n}

Old Threema Protocol: NIKE

Three Lessons From Threema: Analysis of a Secure Messenger

Kenneth G. Paterson Matteo Scarlata Kien Tuong Truong USENIX 2022
Applied Cryptography Group, Applied Cryptography Group, Applied Cryptography Group, https ://breaki ngthe3ma.app
ETH Zurich ETH Zurich ETH Zurich
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IM Encryption: PKE

Recipient PK sender ID , iMessage binary plist Sender SK
' + gzip compress ‘
AES key | | huffman table compressed payload : CRC

E e ¥ AES-CTR encrypt (IV=1)
]
| I AES encrypted payload
E t extract bytes 0:100 extract bytes 101:n
|

iM €ssage frmmmmTTTT RSA-OAEP encryption v
RSA ciphertext partial AES ciphertext signature

ECDSA-SHAT sign &

Modified Hybrid Encryption (PKE + AES-CTR) and digital signature

Dancing on the Lip of the Volcano:
Chosen Ciphertext Attacks on Apple iMessage

Christina Garman Matthew Green Gabriel Kaptchuk
Johns Hopkins University Johns Hopkins University Johns Hopkins University

cgarman@cs.jhu.edu mgreen@cs.jhu.edu gkaptchuk @ cs.jhu.edu Usenix 2016

Ian Miers Michael Rushanan
Johns Hopkins University Johns Hopkins University
imiers@cs.jhu.edu micharul @cs.jhu.edu
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IM Encryption: DHKE?

Only the symmetric
encryption of MTProto was
investigated

Telegram

Four Attacks and a Proof for Telegram*

Martin R. Albrecht!, Lenka Marekova?, Kenneth G. Paterson®, and Igors Stepanovs?

RuhrSec 2023
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Agenda

Push Messaging: E-Mail, SMS, Instant Messaging

E2EE in Push Messaging: Similarities and Differences
* E2EE vs. Transport Encryption
 Stateless vs. Stateful E2EE
* Static vs. Dynamic Groups

Instant Messaging Security
e Qutliers: Threema, iMessage, Telegram
* Double Ratchet: Signal, WhatsApp, Facebook Messenger, Wire, Matrix
* IM Interoperability?

EFAIL: Why is it still around?
* Recap: Malleability Gadgets and Direct Exfiltration
* How to reliably prevent EFAIL ,‘

RuhrSec 2023




Double Ratchet — continuous DHKE

Smartphone Smartphone
Alice Cloud Bob

Server

: ( b g
gbo ’ SIgB L g, SIgB
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Double Ratchet — continuous DHKE

Smartphone Smartphone
Alice Cloud Bob

Server
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Double Ratchet — continuous DHKE

Smartphone Smartphone
Alice Cloud Bob

Server

: ( b g
gbo ’ SIgB L g, SIgB
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Double Ratchet — continuous DHKE

Smartphone
Alice

[ gbO ’ SigB

Smartphone
Bob

Cloud
Server
gbo ’ SigB { gbO ’ SigB ]

k! « galbo[ gl sig,

galbO » kdl
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Double Ratchet — continuous DHKE
=

Cloud
(
gbO ’ SigB

Server
gbo ’ SigB L gbO ’ SigB ]
160 - ) 1b0
kdl « ga \ g, sig, ) g@ » kdl

Hi, Bob
Ky \ h o0
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Double Ratchet — continuous DHKE
=

Cloud
(
gbO ’ SigB

Server
gbo ’ SigB L gbO ’ SigB ]
160 - ) 1b0
kdl « ga \ g, sig, ) g@ » kdl

Hi, Bob
Ky \ e , Ky
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Double Ratchet — continuous DHKE

Smartphone
Alice

gbO ’ SigB

Cloud
Server

Smartphone
Bob

gbO ’ SigB

g

gl sigy

(
¢

gbO ’ SigB

Hi, Bob

How are you?
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Double Ratchet — continuous DHKE
=
(

Cloud
gbo ’ SigB L gbO ’ SigB ]

Server

7

gbO ’ SigB

100 [ - ) ™ _
kdl « ga \ g, sig, ) g@ » kdl

Hi, Bob
?
k2 | Howareyou? | k2
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Double Ratchet — continuous DHKE

Smartphone
Alice

Smartphone
Bob

Cloud
Server
gbo ’ SigB { gbO ’ SigB ]
gbO ’ SigB ]<
g, sig, ‘ galbO » kdl_
Hi, Bob k1
How are you? k2
{ bt ] galbl » k2 -
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Double Ratchet — continuous DHKE

Smartphone
Alice

gbO ’ SigB

Cloud
Server

Smartphone
Bob

gbO ’ SigB ]

N

gbO ’ SigB

gl sigy

Hi, Bob

How are you?
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Double Ratchet — continuous DHKE

Smartphone Smartphone
Alice Cloud Bob

Server

gbo 5 sigB [ gbO ’ SigB ]

gbO ’ SigB

g
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Key and URL via Text Message
e T i

URL URL

Decrypt
with k

A
Hi, Bob, here’s
Encrypt my new dog.
with k

URL key k

& &
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Group Communication: Pairwise Ratcheting
i &S ES

—_— similar to

message m;

>—<
message m;
) —
essage m,
essage m,
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Group Communication: Sender Key
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Group Communication: Static Group Key

Smartphone
Bob
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IETF MLS

e |ETF Standard
e Stateful like Double Ratchet

* Needs synchronization server <pkabcd Skabcd




Instant Messaging
Interoperability



REGULATION (EU) 2022/1925 OF THE EUROPEAN PARLIAMENT AND OF THE

' COUNCIL of 14 September 2022 on contestable and fair markets in the digital sector
e q u | re I I I e n S and amending Directives (EU) 2019/1937 and (EU) 2020/1828 (Digital Markets Act).

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32022R1925. 2022.

Functional Interop: Two-Party, Groups, Real Time

End-to-End Confidentiality:

“The level of security, including the end-to-end encryption, |[...] shall be preserved
across the interoperable services.” §3

Metadata Protection:

“The gatekeeper shall collect and exchange |[...] only the personal data of end users
that is strictly necessary [...].” §8

Abuse Prevention:

“The gatekeeper [should be able to take] measures to [...] not endanger the
integrity, security and privacy of its services [...].” §9




Technical Report about %
interoperability of [M HACKMANIT

Interoperability between Messaging Services
Secure Implementation of Encryption

Study for the Federal Network Agency

Version: FINAL VERSION
30.04.2023

www.bundesnetzagentur.de/online-kommunikation#IOPStudy Prof. Dr. Paul Résle, Prof. Dr. J6rg Schwenk

Phone: 0234/54459996 | E-Mail: joerg.schwenk @hackmanit it.de
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http://www.bundesnetzagentur.de/online-kommunikation#IOPStudy

Server-Side Gateway




Cient-Side Gateway

22222222222



Where to ‘translate” E2EE?

RuhrSec 2023

Gatekeeper APl with
cryptographic library

o
i <
N Y Y | o=
©
°
=
3

Standardized E2EE
interface




Where to ‘translate” E2EE?

WhatsApp library

tsApp library

Gatekeeper APl with
cryptographic library

i
2

WhatsApp library

LQJ

Standardized E2EE
interface

Standard API Standard API Standard API

RuhrSec 2023



IETF MIMI

,The More Instant Messaging
Interoperability (MIMI) working
group will specify the minimal set
of mechanisms required to make
modern Internet messaging
services interoperable.”

,The working group will aim to
achieve the strongest usable
security and privacy properties for
each targeted functional
requirement.”

..%. More Instant Messaging Interop. X

O E) https://datatracker.ietf.org/wg/mimi/about/

bt
"‘&:"; Datatracker Groups ~ Documents ~ Meetings ~ Other ~ User ~

More Instant Messaging Interoperability (mimi)

About Documents Meetings History Photos Email expansions List archive »
WG Name More Instant Messaging Interoperability
Acronym mimi
Area Applications and Real-Time Area (art)
State Active
Charter charter-ietf-mimi-01
Document dependencies
Additional resources GitHub Organization
Personnel Chairs Alissa Cooper, Tim Geoghegan
Area Director Murray Kucherawy
Mailing list Address mimi@ietf.org
To subscribe https://www.ietf.org/mailman/listinfo/mimi
Archive https://mailarchive.ietf.org/arch/browse/mimi/
Chat Room address https://zulip.ietf.org/#narrow/stream/mimi

Charter for Working Group

B & ® & & 0 D

Document depen-
dencies

Charter for Working Group

Milestones

The More Instant Messaging Interoperability (MIMI) working group will specify the minimal set of mechanisms required to make modern
Internet messaging services interoperable. Over time, messaging services have achieved widespread use, their feature sets have
broadened, and their adoption of end-to-end encryption (E2EE) has grown, but the lack of interoperability between these services
continues to create a suboptimal user experience. The standards produced by the MIMI working group will allow for E2ZEE messaging
services for both consumer and enterprise to interoperate without undermining the security guarantees that they provide. The working
group will aim to achieve the strongest usable security and privacy properties for each targeted functional requirement.

RuhrSec 2023



Standardization Goal

HOW STANDARDS PROUFERATE:
(gE: AJC (HARGERS, CHARACTER ENCODINGS, N STANT thmﬂr
17! RiDICULOLS! 0O
WE NEED To DEVEL" \5&\

N
SITUATION: || S UMERS (e © o 5\‘0\ UATION:

THEREARE || v Q@ ¢ OV THERE ARE
M ComPETNG |1~y oN© 15 COMPETING
STANDPRDS. (O \(\e(‘ ) STANDPRDS.
o / \
&0“
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|dentities, Key Distribution, Trust

e Standardize naming scheme similar to e-mail:

localname@interop.whatsapp.com

\ ] }
| |

Local username Standardized name of IM provider
in WhatsApp Most flexible: DNS domain



|dentities, Key Distribution, Trust

* Standardize initial authentication:
* IM providers use long-lived signature or X3DH keys to authenticate users

* Signature key can be adapted to any authentication scheme
* If signatures are used to authenticate users, use them directly
* If X3DH is used, sign a long-lived X3DH key of the user

e Standardize signature schemes for key distribution and Trust
establishment



Text messaging

WebRTC

SRTP
Undocumented
SRTP

WebRTC

SRTP

Wpoocol  tworary  laow  lvealtme
o Double Ratchet (DR) DR

DR Sender Key (SK)

DR with Message Franking SK with Message Franking

_ Proteus (=DR; diff. AE) Proteus (=DR)

0 oIm (=DR; diff. KDF) Megolm (=SK)

Public-key encryption Public-key encryption

MTProto Unencrypted

* Double Ratchet de facto standard for key management
« many details differ and need to be standardized

« MLS may become an alternative once it is deployed

RuhrSec 2023
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Summary IM Interoperability

e E2EE Confidentiality & Privacy:
* Required by DMA!
* Practically achievable through APIs and/or standardization v/

» Gatekeeper API vs. IM Standard

e Standardization:

* Slow

e Equal overhead for all parties
* Gatekeeper API:

* Fast, agile

* Cryptographic library provided by the gatekeeper
e Approach

 Start with API, standardize only basic functionality



Can we get rid of b‘A@ ?




OpenPGP and S/MIME Usability

* Learn from IM!
* Allow expert users to configure manually

* Help non-expert users by making decisions for them ...
* ... but keep at least TOFU (OpenPGP Autocrypt)



Are EFAIL and
REPLY Attacks
Still a
Problem?

Sarah Jamie Lewis
' @SarahJamieLewis

| recently disclosed vulnerabilities in Thunderbird that
would have allowed an attacker to decrypt and leak
arbitrary messages encrypted to a loaded PGP key.

Now that these bugs have been fixed in Thunderbird
91 & 102, here is a write up.

pseudorandom.resistant.tech
Exploit Disclosure: Turning Thunderbird into a Decryption Oracle

I recently disclosed several security and privacy vulnerabilities in Thunderbird.
Atw

9:41 nachm. - 5. Okt. 2022

66 Retweets 10 Zitate 231 ,Gefallt mir“-Angaben 26 Lesezeichen



Use Cases for E-Mail E2E Encryption

From: Alice@a.org
To: Bob@b.com
CC: Carol@c.net

Bob

Date:
Subject: Secret!

A"CE Content-Type:

multipart/encrypted;

Content-Type:

application/pgp-encrypted

Content-Type: Ca rOI

application/octet-stream

RuhrSec 2023



Use Cases for E-Mail E2E Encryption

From: Alice@a.org
To: Bob@b.com

CC: Carol@c.net
Date:

Subject: Secret!

Bob

Allce Content-Type:
multipart/encrypted;
A Content-Type:
! application/pgp-encrypted
I o
. Contgnt-.’}‘ype 8 Ca rol
1 application/octet-stream
1
1
' T

~~ From: Bob@b.com -
To: Alice@a.org

Date:
Subject: Re: Secret!

Content-Type:
multipart/encrypted;

content is re- .
Content-Type:
enCryptEd application/pgp-encrypted

Content-Type:

RuhrSec 2023



Use Cases for E-Mail E2E Encryption

FORWARD
Bob [~ Doris

From: Alice@a.org
To: Bob@b.com

CC: Carol@c.net
Date:

Subject: Secret!

From: Bob@b.com
To: Doris@d.fr

Al'ce Content-Type:
multipart/encrypted; Date:
A Content-Type: Subject: Fwd: Secret!
! application/pgp-encrypted | Content-Type:
. 3
Content-Type: Caro T . .
| multipart/encrypted;
1 application/octet-stream —— P Content |S re'
1
| Content-Type:
\ ,’ application/pgp-encrypted encrypted
N ’ Content-T :
N L ype:
e REPLY .7 application/octet-stream
\\\\ /”/
"=~ From: Bob@b.com --7

To: Alice@a.org

Date:
Subject: Re: Secret!

Content-Type:
multipart/encrypted;

content is re- .
Content-Type:
encrypted application/pgp-encrypted

Content-T

RuhrSec 2023



Use Cases for E-Mail E2E Encryption

content is re-
encrypted

From: Alice@a.org
To: Bob@b.com
CC: Carol@c.net

Bob

FORWARD

Date:
Subject: Secret!

Content-Type:
multipart/encrypted;

Doris

From: Bob@b.com
To: Doris@d.fr

Date:

Content-Type:

application/pgp-encrypted

Content-Type: Ca I"O|

application/octet-stream

Subject: Fwd: Secret!

Content-Type:
multipart/encrypted;

Content-Type:

~~ From: Bob@b.com -
To: Alice@a.org

Date:
Subject: Re: Secret!

Content-Type:
multipart/encrypted;

Content-Type:
application/pgp-encrypted

/octet-stream

application/pgp-encrypted
Content-Type:
application/octet-stream

content is re-
encrypted

Changing the context of an encrypted email
requires decryption and re-encryption!

RuhrSec 2023



Decryption Context

REPLY
//”/ From: Alice@a.org
o To: Bob(@b.com
cos C < le ‘ SMTP context:
| 4 ) arortc.ne determines REPLY actions
4 I Date:
Subject: Secret!

Content-Type:

multipart/encrypted-
\ ) MIME context:
f Content-Type: determines exfiltration
f application/pgp-enc channels
i Content-Type:
\\ application/octet-stream

~o
~~ -
~
- -
- -
T==a ————

RERLY 2025




Decryption Context vs. Ciphertext

_[RERw FORWARD | | |

Decryption changes changes
Context

Ciphertext changes changes



Attack Classes

EFAIL Malleability Gadgets

From: Alice@a.org
To: Bob@b.com

CC: Carol@c.net
Date:

HTTP GET

e ciphertext is modified
* mitigated through AEAD
e SENDER-enforced

EFAIL Direct Exfiltration

REPLY

---1From: Alicela.org

To: Bob@b.com
CC: Carol@c.net
Date:

Subject: Secret!
Content-Type:
multipart/mixed

text/ multipart/ text/
html encrypted html Ca rol

Bob

RuhrSec 2023

REPLY attacks

From: Alice@a.org

Repl y- To: Attacker @. org
To: Bob@b.com

CC: Carol@c.net

Date:

Content-Type:
multipart/encrypted

Content-Type:
application/pgp-encrypted
Content-Type:

application/octet-stream



Attack Classes

EFAIL Malleability Gadgets

From: Alice@a.org
To: Bob@b.com

CC: Carol@c.net
Date:

Content-
mul

HTTP GET

e ciphertext is modified

* mitigated through AEAD
 SENDER-enforced

EFAIL Direct Exfiltration

---1From: Alicela.org
To: Bob@b.com

CC: Carol@c.net
Date:

HTTP GET

* MIME context is modified
 different partial mitigations
* RECIPIENT-enforced

* novel attack variants

RuhrSec 2023

REPLY attacks

From: Alice@a.org

Repl y- To: Attacker @. org
To: Bob@b.com

CC: Carol@c.net

Date:

Content-Type:
multipart/encrypted

Content-Type:
application/pgp-encrypted
Content-Type:

application/octet-stream




Attack Classes

EFAIL Malleability Gadgets

HTTP GET

e ciphertext is modified

* mitigated through AEAD
 SENDER-enforced

EFAIL Direct Exfiltration

_---|From: Alice@a.org
To: Bob@b.com

CC: Carol@c.net
Date:
Subject: Se

HTTP GET

MIME context is modified

different partial mitigations
RECIPIENT-enforced

novel attack variants

RuhrSec 2023

REPLY attacks

e« SMTP context is modified

* no mitigation



Decryption Context vs. Ciphertext

- |Repwy FORWARD EFAIL-MG EFAIL-DE REPLY-Att.

Decryption changes changes same modified modified
Context

Ciphertext changes changes modified same same



Decryption Context vs. Ciphertext

- |Repwy FORWARD EFAIL-MG EFAIL-DE REPLY-Att.

Decryption changes changes same modified modified
Context
Ciphertext changes changes modified same same

Mitigation - - AE(AD)



Decryption Context vs. Ciphertext

- |Repwy FORWARD EFAIL-MG EFAIL-DE REPLY-Att.

Decryption changes changes same modified modified
Context

Ciphertext changes changes modified same same

Mitigation - - AEAD AEAD with DC as AEAD with DC as

AD AD



Decryption Context: Example

From: Alice <alice@a.org>
To: Bob <bob@b.com>

CC: Carol <carol@c.net>
CC: Curt <curt@cc.net>

[ oI PO S

Decryption-Context: h=from:reply-to:to:cc:bcc:subject;m=mimepath
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Content-Transfer-Encoding: base64
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E-mail source code

/

DC string

e

from:Alice <alice@a.org>\r\n

to:Bob <bob@b.com>\r\n

cc:Carol <carol@c.net>\r\n

cc:Curt <curt@cc.net>\r\n

subject:Confidential\r\n

:mimepath:application/pkcs7-mime; smime-type=enveloped-data\r\n
h=from:reply-to:to:cc:bcc:subject;m=mimepath




AEAD: Authenticated Encryption with
Associated Data - Decryption

MIAGCSGSIb3DQEHA6CAMIACAQAXggHXMIIBOWIB. ..

from:Alice <alice@a.org>\r\n

to:Bob <bob@b.com>\r\n

cc:Carol <carol@c.net>\r\n

Check MAC cc:Curt <curt@cc.net>\r\n

subject:Confidential\r\n

:mimepath:application/pkcs7-mime; smime-type=enveloped-datal\r\n
h=from:reply-to:to:cc:bcc:subject;m=mimepath

allow
decryption

1

<html>

Dear Bob,

I am writing to you in this higly
confidential matter, which also should be
known to Carol and Curt, but to no one else.
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AEAD: Authenticated Encryption with
Assoclated Data - Decryption

MIAGCSGSIb3DQEHA6CAMIACAQAXggHXMIIBOWIB. ..

from:Alice <attacker@Refail.de>\r\n

to:Bob <bob@b.com>\r\n

cc:Carol <carol@c.net>\r\n

cc:Curt <curt@cc.net>\r\n

subject:Confidential\r\n

:mimepath:application/pkcs7-mime; smime-type=enveloped-datal\r\n
h=from:reply-to:to:cc:bcc:subject;m=mimepath

allow
decryption

MAC
invalid
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Evaluation: Implementation
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21l Error - decryption failed; click on 'Details' button for more information Details v

€ Reply | # Forward | & Archive | @ Junk || i Delete | More v

m decryptioncontext@gmail.com ¥

subject A1 DC SMTP Modified %1?:&6

ly to Attacker <attacker@example.com>vy
o decryptioncontext@gmail.com ¥
Cc Me <decryptioncontext@outlook.com> ¥
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Based on

* Enigmail OpenPGP plugin for
Thunderbird
* Experimental version of

GnuPG with AEAD support
(RFC 4880-bis-08)

* 1 week, 250 LoC



Evaluation: False Positives
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No changes to original headers or body.

O  Modifications not changing the DC string.

B;  Addition of \r\n at the end of the body.
H; Modification of letter case in some header fields.
H; Removal of quotes around boundary parameter in content-type.
Hs; Removal of user-agent.
H,; Rewrite of date as Greenwich Mean Time.
M; Addition of content-transfer-encoding in each MIME part.
B,  Removal of any text before first MIME part.

%2  Modifications changing the DC string.
Hs  Rewrite/Merging of (multiple) from and to headers.
M3 Insertion of a new MIME part and modification of existing ones.

* Only Outlook.com
(Exchange), well known issue



Published and ... briefly discussed
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We held two polls, one for context for encryption and one for
context for signing, asking whether to include the context parameter
in the draft without further specification of what its wvalue should
be. Both polls had 9 people declare opinions, and they came out with
the same results for signing and encryption. Of the 9 expressing an
oplinion, 2 supported including context parameters in this draft
without further specification, and 7 opposed.

A followup poll, asking who thought this should be tackled by the WG
after we complete the crypto refresh also had 9 participants, all of
them in favor.

My conclusion from the interim is that the consensus here is rougher
than we'd all like, but we will probably not include an explicit
context parameter in the crypto refresh.

T would expect 1f the WG survives a rechartering, this would be one
of the top priority items.
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Summary: Instant Messaging vs. Secure E-

Mail
S/MIME & OpenPGP Ratcheting IM
Hybrid PKE, stateless
properties

Hybrid PKE, stateless Cleartext, local encryption

storage

EFAIL direct exfiltration
: 27?7
Attacks REPLY attacks Threema, Telegram, ??:
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Forward Secrecy, Future

Secrecy, stateful




WHAT IF
1 TOLD YOU

% WE CAN

HAVE BOTH




Thanks for your attention!



