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Side Channels are Everywhere















Side Channels Through the Years

• 1996: Runtime could leak crypto keys

• 2004: Runtime does leak crypto keys

• 2006: Cache leaks crypto keys

• 2009: Cache leaks info on function calls in other programs

• 2011: Cache leaks info on co-located VMs

• 2013: Cache breaks (K)ASLR

• 2014: Cache flushing allows Rowhammering in software

• 2014: Cache leaks highly accurate function call traces

• 2015: Attacks from JavaScript

• 2015: Cache-based partial keylogger

• 2015: Cache eviction → Rowhammer in JavaScript

• 2016: Mobile and non-Mobile devices affected alike

• 2017: Video streaming through a cache side channel
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What about Mitigations?









Provable Side-Channel Mitigations Through the Years
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our systems get so complex (and are already so complex) that we cannot fully understand them and prove their security properties









Artificial / Natural Science Methodology
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question hypothesis prediction testing analysis comparison
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question hypothesis prediction testing analysis comparison







































SQUIP:

Scheduler Queue Usage Interference Probing

















SQUIP: Exploiting the Scheduler Queue Contention Side Channel

Attacker Victim

mov (%rsi), %rax

mul %rbx

add $0x8, %rsi

add %rcx, %rax

mov %r8, %rcx

adc $0x0, %rdx

nop
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SQUIP: Exploiting the Scheduler Queue Contention Side Channel

Attacker Victim

mov (%rsi), %rax

mul %rbx

add $0x8, %rsi

add %rcx, %rax

mov %r8, %rcx

adc $0x0, %rdx

nop
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Out-of-Order Execution

mov (%rdi), %rax

add $42, %rax

xor %rbx, %rbx
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Out-of-Order Execution

mov (%rdi), %rax

add $42, %rax

xor %rbx, %rbx

slow memory load

depends on load

independent

Reorder!
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Out-of-Order Execution

xor %rbx, %rbx

mov (%rdi), %rax

add $42, %rax

xor %rbx, %rbx

slow memory load

depends on load

independent

Reorder!
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How to Read the Clock

• rdtsc: Read time-stamp counter

• rdpru: Read APERF counter (more precise on AMD)

• Requires explicit serialization to prevent out-of-order execution
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What if a scheduler queue is full?

RCU

imulq $3, %rax rdpru ...

imulq $3, %rax

imulq $3, %rax

imulq $3, %rax

...

ALQ1

...

ALQ0/2/3
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Let’s code that!
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Let’s code that!

movl $10000, %eax

loop:

subl $1, %eax

jnz loop

drain

queue
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# ...

fill
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Timing Differences on Zen 2, Zen 3 and Comet Lake
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Adaption for the Apple M1

Timer?
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Adaption for the Apple M1

Timer? CNTVCT EL0
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Adaption for the Apple M1

Timer? CNTVCT EL0 Only 24 MHz resolution
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Scheduler Design of the Apple M1
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Does it work?
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Observing Multiplications of the Sibling Thread

Sender Receiver
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Observing Multiplications of the Sibling Thread

Sender Receiver

while k < max iter:

s[k] = squip()

++k
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Observing Multiplications of the Sibling Thread

Sender Receiver

while k < max iter:

s[k] = squip()

++k
Zen 2: 16 imuls

Zen 3: 18 imuls
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Observing Multiplications of the Sibling Thread

Sender Receiver

forever:

if rdpru(APERF) & 65536 = 0:

15 nops

else:

15 imuls

while k < max iter:

s[k] = squip()

++k
Zen 2: 16 imuls

Zen 3: 18 imuls
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Observing Multiplications of the Sibling Thread (Zen 2)
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Observing Multiplications of the Sibling Thread (Zen 3)
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Covert Channel

Sender Receiver
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Covert Channel

Sender Receiver

for b in bits:

if b == 0:

i0 × 15 nops

else:

i1 × 15 imuls
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Covert Channel

Sender Receiver

for b in bits:
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while k < max iter:

s[k] = squip() > T

++k

#
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Results

Scenario CPU Raw Tx Rate Error Rate

Cross-Process
Ryzen 7 3700X (Zen 2) 2.195Mbit s−1 0.71%

Ryzen 7 5800X (Zen 3) 2.700Mbit s−1 0.62%

Cross-VM

Ryzen 7 3700X (Zen 2) 0.873Mbit s−1 3.18%

Ryzen 7 5800X (Zen 3) 0.892Mbit s−1 0.75%

EPYC 7443 (Zen 3) 0.874Mbit s−1 0.96%

Cross-VM (SEV) EPYC 7443 (Zen 3) 0.873Mbit s−1 1.47%

10 000 random messages, each with 32 kbit payload
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Evaluation Results

Scenario Average Edit Distance Error Rate Recording Time

Cross-Process 4.9 bit 0.12% 41min

Cross-VM 17.8 bit 0.5% 38min

• 10 keys, generated with openssl genrsa

• CPU: AMD Ryzen 7 5800X (Zen 3)
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Countermeasures: Software

Core

Thread A Thread B
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Side Channels are still Everywhere
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models are still important! but things are progressing faster than we can model



Conclusion

• Closing a side channel increases security → not in vain, but ...

• ... there is always another side channel

• Computers are complex and constantly become more complex

→ Keep studying processors to find the next one as early as possible and

prevent exploitation
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