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What’s an email? A e e appiied scences
MIME

From: Alice
To: Bob
Subject: Example

Content-Type: text/plain

Hello Bob, how was your weekend?

© Fabian Ising 2
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MIME
From: Alice
To: Bob
Subject: Example

Content-Type: multipart/alternative;
boundary=alternative

==alTernatiye // ————————————————————- 4 Lowest faithfulness
Content-Type: text/plain

Plain old boring plaintext.
--alternative // --------ccmcccmmceaaa-
Content-Type: text/html

19pJ0 BU!SSBDOJd

<b>HTML is cool!</b>
--alternative--

Highest faithfulness

© Fabian Ising 3



What’s an email? A e e appiied scences

MIME

(XN =} QA RX =2 =1 MW . [ Moveto.. (XK | =] S | | B = M . [ Moveto..
. Alice 13:50 £ O Alice 13:51
e “ Example . “ Example
To: Bob To: Bob
HTML is cool! Plain old boring plaintext.

2 Lowest faithfi

19pJ0 SU!SSBDOJd

Highest faithi

© Fabian Ising 3
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MIME
From: Alice From: Alice
To: Bob To: Bob
Subject: Example Subject: Example
Content-Type: multipart/alternative; Content-Type: multipart/mixed;
boundary=alternative boundary=mixed
--alternative // -------—-—----——————- \ HEIRE [ s S
Content-Type: text/plain - Content-Type: text/plain o
o S
(@) o
Plain old boring plaintext. g- Hey Bob, look at this cool photo! o
--alternative // --———-----———————-——- & --mixed // --------——————mm - EY
Content-Type: text/html =1 Content-Type: image/png 2
D
- (D
<b>HTML is cool!</b> [Baseb64-encoded image]
--alternative-- --mixed--

© Fabian Ising 4
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What’s an email? o Universty of Applied Sciences
MIME
® o =] S a2 = M . (5 Moveto..

From: Ali . ~ Jece

TO: BOb % o ?)I(::ple o )

Subject: Exar o lmPIe |

Content-Type : mul- Hey Bob, Look at this cool photo! .tlpart/ml xed y

bou = . . = Indary=mixed
--alternative // : SRS - S T g oo

Content-Type: t ext/plain -
o)
Plain old borin 't this cool photo! §
--alternative // + Bt rSas © & YUY N 3 oo 32
Content-Type: t mage/png g_
(D

<b>HTML is cool | image]

--alternative--

© Fabian Ising 4
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S: * OK [CAPABILITY IMAP4REV]1 AUTH=LOGIN]]- Greeting

© Fabian Ising 5
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S: * OK [CAPABILITY IMAP4REV1 AUTH=LOGIN]

C: A CAPABILITY

Tag Command

© Fabian Ising 5
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S: * OK [CAPABILITY IMAP4REV1 AUTH=LOGIN]

C: A CAPABILITY
S: ¥ CAPABILITY IMAP4REV1 AUTH=LOGIN

Untagged Response

© Fabian Ising 5
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S: * OK [CAPABILITY IMAP4REV1 AUTH=LOGIN]
C: A CAPABILITY
S: * CAPABILITY IMAP4REV1 AUTH=LOGIN

S: A OK

Tagged Response

© Fabian Ising 5
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Message ID Data Items

| |

C: A FETCH 1 (BODYSTRUCTURE)

From: Alice
To: Bob
Subject: Example

Content-Type: multipart/alternative;
boundary=alternative

--alternative // ---------——mmmm— o
Content-Type: text/plain

Plain old boring plaintext.
--alternative // --==-=e-mmeeccccee——-
Content-Type: text/html

<b>HTML is cool!</b>

© Fabian Ising - ryr—
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C: A FETCH 1 (BODYSTRUCTURE)
S: * 1 FETCH (BODYSTRUCTURE (
("text" "plain" NIL NIL NIL "7BIT" 29 NIL)
("text" "html" NIL NIL NIL "7BIT" 22 NIL)
"alternative" ("boundary" "alternative'") NIL NIL NIL))

S: A OK fetch done. From: Alice
To: Bob
C: B FETCH 1 (BODY[1]) Subject: Example
Content-Type: multipart/alternative;
S: * 1 FETCH (BODY[1] {29} boundary=alternative
Plain old boring plaintext. --alternative // -------————mmmmoo -

Content-Type: text/plain

) Plain old boring plaintext.

. --alternative // ---------mmemmmeeo
S: B OK fetch done. Content-Type: text/html

<b>HTML is cool!</b>

© Fabian Ising --alternative--




E m a i I E 2 E E n C ry pt i O n ® IL:JI;I\iT/Ae(gsr\iltsy-rcl;:fApplied Sciences

TWO COMPETING STANDARDS

Why?
U.S. government’s email surveillance survives years

after Edward Snowder »'~#h~ b3t
It’s Open Season for Microsoft Exchange Server Hacks

Yahoo, Bucking Industry, Scans Emails for Data to Sell Advertisers

How?
* S/MIME
* OpenPGP

© Fabian Ising 7



S/M I M E ® U:itdel:sr\iltsyTEEApplied Sciences

From: Alice
To: Bob
Subject: Encrypted Message

Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

EnvelopedData <base64>
Recipientinfos (1..n session keys) RSA PKCS#1v1.5

EncryptedContentinfo
ContentEncryptionAlgorithm

Content-Type: text/plain encrypted
”w ? A AES-CBC

Dear Bob,

Let’s talk about our secret meeting at RuhrSec...




. N\ .
D e C ry pt I O n O ra C I e Atta C kS '§\/ [Ji;lwi:‘/AeL:sl\iltSyTgﬁApplied Sciences




. N\ .
D e C ry pt I O n O ra C I e Atta C kS '§\/ [Ji;lwi:‘/AeL:sl\iltSyTgﬁApplied Sciences




Format Oracles A e e appiied scences

EXAMPLE: VAUDENAY’S PADDING ORACLE

H |E [ |L |0 |0x3|0x3 ox34

© Fabian Ising 10



Format Oracles A e e appiied scences

EXAMPLE: VAUDENAY’S PADDING ORACLE

H |E [ |L |0 |0x3|0x3 ox34

A
H E L L O O0x3 |0x3 |0x2 - ‘X

© Fabian Ising 10



Format Oracles A e e appiied scences

EXAMPLE: VAUDENAY’S PADDING ORACLE

H |E [ |L |0 |0x3|0x3 ox34

H E L L O Ox3 |0x3 |0x1

© Fabian Ising 10
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BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random | 0x0 | Symmetric Key,_

S5A

/ *Q*

4+

© Fabian Ising 11
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FO rmat OraCIGS ’§\/ University of Applied Sciences
BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random | 0x0 | Symmetric Key,_

S5A

/ *Q*

4+

© Fabian Ising 11
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BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random | 0x0 | Symmetric Key,_

S5A

+
A

*Q

+

L

TTT Oracle
~ 10.000 Queries

© Fabian Ising 11
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FO rmat OraCIES ’§\/ University of Applied Sciences
BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random || 0x0 || Symmetric Key,_

S5A

/ *0*

4+

© Fabian Ising 12
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BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random || 0x0 || Symmetric Key,_

S5A

}
N

*Q

+

L

FTT Oracle
~ 37.000 Queries

© Fabian Ising 12
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FO rmat OraCIES ’§\/ University of Applied Sciences
BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random || O0x0 || Symmetric Key,_

S5A

© Fabian Ising 12
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FO rmat OraCIES ’§\/ University of Applied Sciences
BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random || O0x0 || Symmetric Key,_

S5A

L\

FFT Oracle
~ 50.000 Queries

© Fabian Ising 12
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FO rmat OraCIES .§\/ University of Applied Sciences
BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | 0x2 || Random ||| 0x0 || Symmetric Kewa

© Fabian Ising 12
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FO rmat OraCIES ’§\/ University of Applied Sciences
BLEICHENBACHER’S MILLION MESSAGE ATTACK

PKCS#1v1.5: 0x0 | O0x2 | Random || 0x0 || Symmetric Keyp_L

L\

FFF Oracle
~ 18.000.000 Queries

© Fabian Ising 12
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Previous Work and Feasibility A e e applcd sciences

message appears garbled; U therefore replies to A with, for example, “What were you trying
to send me?”, but also quotes the “garbled” message M'.

215 oracle queries to determine the first two
bytes of any plaintext block, it likely won’t effect applications with human end users. Server-based
applications would be more vulnerable to attack though.

Should the mentioned error messages be made available to an adversary by
an inadvertent application, a format oracle would be instantiated.

the HTML rendering engine leaks the
decrypted message to the attacker-controlled web server
within the URL path of a GET request

14



Atta C ke r M O d e I ® IL:JI;Iwi:‘/'13sr\il‘csy-rcl;:il‘{Applied Sciences

0
smtp.corpl (@ |
% m pr—
—
= .
= —LO Imap.corpl
Passive J
MitM Q

6

0
—
g TLS

© Fabian Ising 15




Google Workspaces A e e appiied scences
THE “EASY” ATTACK

S: 554 5.7.5 To prevent known S/MIME vulnerabilities,
Gmail does not accept S/MIME encrypted messages
without an accompanying valid S/MIME signature.

‘
‘e

© Fabian Ising 17



Google Workspaces A (e s pied sciences
THE “EASY” ATTACK

S: 554 5.7.5 To prevent known S/MIME vulnerabilities,
Gmail does not accept S/MIME encrypted messages
without an accompanying valid S/MIME signature.

H |E | |1 |0 |0x3 |0x3 0x2£

v

@

S: 250 2.0.0

© Fabian Ising 17



Google Workspaces A (e s pied sciences
THE “EASY” ATTACK

S: 554 5.7.5 To prevent known S/MIME vulnerabilities,
Gmail does not accept S/MIME encrypted messages
without an accompanying valid S/MIME signature.

H |E | |1 |0 |0x3 |0x3 0x1£

v

g

S: 554 5.7.5

© Fabian Ising 17
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I n Sea rCh Of Sid E‘Cha n nEIS \/ University of Applied Sciences

From: Alice
To: Bob
Subject: Example

Content-Type: multipart/alternative;
boundary=alternative

--alternative // -
Content-Type: application/encrypted

[Baseb4-encoded ciphertext]
--alternative // -
Content-Type: application/encrypted

[Baseb4-encoded ciphertext]
-—alternative--

C: A FETCH 1 (BODYSTRUCTURE)

S: * 1 FETCH (BODYSTRUCTURE (...))
C: B FETCH 1 (BODY[Z2])

S: * 1 FETCH (BODY[2] {..}

<Oracle Query>

.
;

V)

C: C LOGOUT C: C FETCH 1 (BODY[1])

© Fabian Ising 18



Format Oracles in Email A e e appiied scences
OPENPGP

Algorithm identifier

Million Message Attack: 00 | 02 | random | 00| AT s_e_ss:iéﬁicéy‘lchksumn

— Encrypted data, the output of the selected symmetric-key cipher
operating in OpenPGP's variant of Cipher Feedback (CFB) mode.

SEIP (Tag 18) || Length

Attacks on CD (Tag 8) || Length <encrypted>

Symmetric Encryptions: LD (Tag 11) || Length <compressed>

Content-type: multipart/mixed; boundary="..."

MDC (Tag 19) || Length
9fbd5d27474c2670d78f71c32e£5404e37c9cd88

20



Padding Oracles A e sppied sciences

CBC Padding Million Message Attack

Application /

Library Oracle Oracle Query Count
OpenPGP

GnuPG - - 2%
OpenPGP.js E - 240

© Fabian Ising 21



Padding Oracles A e sppied sciences

CBC Padding Million Message Attack

Application /

Library Oracle Oracle Query Count
OpenPGP

GnuPG - - 2%
OpenPGP.js E - 240
S/MIME

NSS N FFF 226
GPGME C FTF 220

N CBC padding not checked.
C CBC padding checked.
— Not applicable.

© Fabian Ising 22



S/M I M E ® IL:JI:i:‘/Ael:sr\iltSyTg?Applied Sciences

From: Alice
To: Bob
Subject: Encrypted Message

Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

EnvelopedData <base64>
RecipientIinfos (1..n session keys)

EncryptedContentinfo
ContentEncryptionAlgorithm

Content-Type: text/plain <encrypted>

Dear Bob,

Let’s talk about our secret meeting at RuhrSec...

© Fabian Ising 23
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Padding Oracles o  University of Applied sciences

CBC Padding Million Message Attack

Application /

Library Oracle Oracle Query Count
OpenPGP

GnuPG - - 2%
OpenPGP.js E - 240
S/MIME

NSS N FFF 226
NSS! - FFT o1
GPGME C FTF 220
GPGME! ° - FTT 219

N CBC padding not checked.
C CBC padding checked.
— Not applicable.

! Replacing the algorithm with one with variable key length.
2 Variable key length algorithms have to be explicitly activated.

© Fabian Ising 24



Fetching Behavior

Multiple Practical
Encrypted Parts Body (Parts) Lazy Decryption Exploit
Required for practical exploit v & v @
Legend

v’ Yes ® Automatic in background. m Found

- No O  Needs explicit user interaction. O  Not found

~  Situation dependent (@  Upon opening email.

?  Not detectable.

© Fabian Ising 25



Multiple Feiching Behavior Practical

Client Encrypted Parts Body (Parts) Lazy Decryption Exploit

Required for practical exploit v & v @

Clients not supporting multiple encrypted parts

Airmail —
eM Client —
Mail (macOS) —
MailDroid —
Nine —
Outlook 2016 —
Outlook 2019 —
Postbox —
R2Mail2 —
Thunderbird —

Oo0o0o0o0o0oo00q0a0oqano

© Fabian Ising 26



Fetching Behavior

Multiple Practical
Client Encrypted Parts Body (Parts) Lazy Decryption Exploit
Required for practical exploit v o v o
Clients not automatically fetching single body parts
Claws v D O
Horde IMP v D O
Evolution v D O
KMail v D O
Mutt v D O
The Bat! v D O
Trojita v D O

© Fabian Ising 27



Fetching Behavior

Multiple Practical
Client Encrypted Parts Body (Parts) Lazy Decryption Exploit
Required for practical exploit v o v o
Clients not using lazy fetching
MailMate v ® = O
Clients fulfilling all criteria
Mail (iOS) v ® v ® u

© Fabian Ising
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Content-Type: multipart/mixed; .\\\ FH MUNSTER

boundary—mj_xed \/ University of Applied Sciences

--mixed // -----------mmmmm e
Content-Type: application/pkcs7-mime;

smime-type=enveloped-data FETCH [1]

[Baseb4-encoded S/MIME encrypted message]

--mixed // ----------mmmmmmm e
Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

[Baseb4-encoded S/MIME encrypted message]

--mixed // -----------mmmmm e
Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

[Base64-encoded S/MIME encrypted message]
// L...]

--mixed--

———Dian Ising 29



Content-Type: multipart/mixed; .\\\ FH MUNSTER

boundary—mj_xed \/ University of Applied Sciences

--mixed // -----------mmmmm e
Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

FETCH [1]
[Baseb4-encoded S/MIME encrypted message]
--mixed // ----------mmmmmmm e
Content-Type: application/pkcs7-mime; FETCH [Z2]

smime-type=enveloped-data

[Baseb4-encoded S/MIME encrypted message]

--mixed // -----------mmmmm e
Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

[Base64-encoded S/MIME encrypted message]
// L...]

--mixed--

———Dian Ising 29



Content-Type: multipart/mixed; .\\\ FH MUNSTER

boundary—mj_xed \/ University of Applied Sciences

--mixed // -----------mmmmm e
Content-Type: application/pkcs7-mime;
smime-type=enveloped-data

FETCH [1]
[Baseb4-encoded S/MIME encrypted message]
--mixed // ----------mmmmmmm e
Content-Type: application/pkcs7-mime; FETCH [Z2]
smime-type=enveloped-data
[Baseb4-encoded S/MIME encrypted message]
--mixed // ---------—mmmm e
Content-Type: application/pkcs7-mime;
smime-type=enveloped-data
FETCH [3]
[Base64-encoded S/MIME encrypted message]
// L...]
--mixed--

———Dian Ising 29
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Empty Line OraCIe ’§\/ University of Applied Sciences
A NEW FORMAT ORACLE

Content-Type: text/plain

Plain text body. a

© Fabian Ising 30



. N\ .
E m pty I_l n e O ra C I e ’§\/ fJIj\itdeL:sTtSyTssApplied Sciences
A NEW FORMAT ORACLE

Content-Type: text/plain
\r\n\r\n
Plain text body. a

© Fabian Ising 30
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E m pty Ll n e O ra C I e ’§\/ IL:JI;I\iT/Ael:sr\iltsy-rcl;:fApplied Sciences
A NEW FORMAT ORACLE

Content-Type: text/plain
\r\n\r\n
Plain text body. a

© Fabian Ising 31



. N\ .
E m pty Ll n e O ra C I e ’§\/ fJIj\itdeL:sTtSyTssApplied Sciences
A NEW FORMAT ORACLE

Content-Type: text/plain
No Empty Line
Plain text body. a

© Fabian Ising 32



. N\ .
E m pty Ll n e O ra C I e ’§\/ IL:JI;I\iT/Ael:sr\iltsy-rcl;:fApplied Sciences
A NEW FORMAT ORACLE

Content-Type: text/plain

\n\n
Plain text body. a

© Fabian Ising 33



The Empty Line OraC|e EXpIOit .§\\/ IL:Jl:lwi:‘/AeL:sl\iltSyTgsApplied Sciences
Setup:
Guess two bytes in a block.

\x00 \x00

\x00 \x01

\n \n



The Empty Line Oracle Exploit

-

Setup:
Guess two bytes in a block.

O—>0—0

Per Byte:
Fixate one known byte to \n

\n \x00
\n \x01

\n \n

.\\\ FH MUNSTER

\/ University of Applied Sciences



The Empty Line Oracle Exploit

Setup:
Guess two bytes in a block.

O—>0—0

Per Byte:
Fixate one known byte to \n

.\\\ FH MUNSTER

University of Applied Sciences
N\ Y PP

Result:
Decrypted Ciphertext Block



‘lﬂiﬁiﬁ' wl T @)
< Mailboxes Edit
Inbox
Q Search ¢
® oracle@monitor.wtf 01.10.21

Empty Line Binary Guess
Attachments: smime.p7m, smime.p7m,
smime.p7m, smime.p7m, smime.p7m, smime.p7...

® oracle@monitor.wtf 01.10.21
Empty Line Binary Guess
Attachments: smime.p7m, smime.p7m,

2022-12-07 14:59:22,462 - INFO — UID 200104 Using Alphabet b'1\x00'..b'1\x0f'

2022-12-07 14:59:22,463 - INFO - UID 200105 Using Alphabet b'1\x10'..b'1\x1f'

2022-12-07 14:59:22,465 - INFO - UID 200106 Using Alphabet b'l '..b'1/'

2022-12-07 14:59:22,468 - INFO - UID 200107 Using Alphabet b'10'..b'17?'

2022-12-07 14:59:22,472 - INFO - UID 200108 Using Alphabet b'1@'..b'10'

2022-12-07 14:59:22,476 - INFO - UID 200109 Using Alphabet b'1P'..b'1_"

2022-12-07 14:59:22,477 - INFO - UID 200110 Using Alphabet b'1"'..b'1l0’

2022-12-07 14:59:22,479 - INFO - UID 200111 Using Alphabet b'lp'..b'1\x7f"'

2022-12-07 14:59:22,484 - INFO - UID 200112 Using Alphabet b'2\x00'..b'2\x0f"'

2022-12-07 14:59:22,488 — INFO — UID 200113 Using Alphabet b'2\x10'..b'2\x1f'

2022-12-07 14:59:22,493 - INFO - UID 200114 Using Alphabet b'2 '..b'2/'

2022-12-07 14:59:22,497 - INFO - UID 200115 Using Alphabet b'20'..b'27?'

2022-12-07 14:59:22,499 - INFO - UID 200116 Using Alphabet b'2@'..b'20"

2022-12-07 14:59:22,501 - INFO - UID 200117 Using Alphabet b'2P'..b'2_"

2022-12-07 14:59:22,503 - INFO - UID 200118 Using Alphabet b'2"'..b'20"

2022-12-07 14:59:22,506 - INFO - UID 200119 Using Alphabet b'2p'..b'2\x7f"'

2022-12-07 14:59:22,509 - INFO - UID 200120 Using Alphabet b'3\x00'..b'3\x0f"'

2022-12-07 14:59:22,512 - INFO - UID 200121 Using Alphabet b'3\x10'..b'3\x1f'

2022-12-07 14:59:22,513 - INFO - UID 200122 Using Alphabet b'3 '..b'3/'

2022-12-07 14:59:22,516 — INFO — UID 200123 Using Alphabet b'30'..b'3?"'

2022-12-07 14:59:22,520 - INFO - UID 200124 Using Alphabet b'3@'..b'30'

2022-12-07 14:59:22,523 - INFO - UID 2

2022-12-07 14:59:22,527 - INFO - UID 2

2022-12-07 14:59:22,531 — INFO - UID 2 htt t b

i S Outu.pe
59D12Jwp | .. Kh/FIKPKLomw605+R85x3APmHk7MHHV27SNNtS3UU:WqH8UgU8UUIUUU7N5H2ﬁHtF¢TUVMWCUXUF\n
59D12Jwp | .. I@ItLehv7CofxSCjyi6ls0jufkfOcdwD5h28zBx1dsUjQy0t6G/sKh/FIKPKLomw605+R85x3APm\n
59D12Jwp | .. HbzMHHV2xSNALS3ob+wqH8Ugo8ouibDo7n5HznHcA+YdvMwcdXbFIQEtLehv7CofxSCjyi6Jls0ju\n
59D12Jwp | .. fkfOcdwD5h28zBx1dsUjRi@t6G/sKh/FIKPKLomw605+R85x3APmHbzMHHV2XxSNHLS30b+wgH8Ug\n
59D12Jwp | .. 08ouibDo7n5HznHcA+YdvMwcdXbFI@QtLehv7CofxSCjyi6ls0jufkfOcdwD5h28zBx1dsUjRS@Ot\n
59D12Jwp | .. 6G/sKh/FIKPKLomw605+R85x3APmHbzMHHV2xSNaLS30b+wgH8Ugo8ouibDo7n5HznHCcA+YdvMwc\n
59D12Jwp | .. dXbFIlstLehv7CofxSCjyi6Jls0jufkfOcdwD5h28zBx1dsUjWCOt6G/sKh/FIKPKLomw605+R85x\n
59D12Jwp | .. 3APmHbzMHHV2xSNZLS3ob+wgH8Ugo8ouibDo7n5HznHcA+YdvMwcdXbFI14tLehv7CofxSCjyi6J\n
59D12Jwp | .. sOjufkfOcdwD5h28zBx1dsUjXy@t6G/sKh/FIKPKLomw605+R85x3APmHbzMHHV2XxSNcLS30b+wg\n
59D12Jwp | .. H8Ugo8ouibDo7n5HznHcA+YdvMwcdXbFI10tLehv7CofxSCjyi6ls0jufkfOcdwD5h28zBx1dsUj\n
59D12Jwp | .. Ui@t6G/sKh/FIKPKLomw605+R85x3APmMHbzMHHV2xSNTLS30b+wqH8Ugo8ouibDo7n5HznHcA+Yd\n
59D12Jwp | .. VvMwcdXbFI1AtLehv7CofxSCjyi6Js0jufkfOcdwD5h282zBx1dsUjuUSOt6G/sKh/FIKPKLomw605+\n
59D12Jwp | .. R85x3APmHbzMHHV2XxSNWLS30b+wqH8Ugo8ouibDo7n5HznHcA+YdvMwcdXbFIlctLehv7CofxSCj\n
59D12Jwp | .. yi6JsOjufkfOcdwD5h28zBx1dsUjVC0Ot6G/sKh/FIKPKLomw605+R85x3APmMHbzMHHV2xSNVLS30\n
59D12Jwp | .. b+wgH8Ugo8ouibDo7n5HznHcA+YdvMwcdXbF\n

59D12Jwp | .. )\r\n

59D12Jwp | S: 4 OK fetch done.\r\n

59D12Jwp | C: 5 LOGOUT\r\n

59D12Jwp | S: * BYE bye done.\r\n

59D12Jwp | S: 5 OK logout done.\r\n

59D12Jwp | {"message": "Connection was closed."}

b.p7m, smime.p7m, smime.p7m, smime.p7...
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® oracle@monitor.wtf 01.10.21
Empty Line Binary Guess
Attachments: smime.p7m, smime.p7m,
smime.p7m, smime.p7m, smime.p7m, smime.p7...

® oracle@monitor.wtf 01.10.21
Empty Line Binary Guess
$gbO (iZPA Code: 11337!p U PZ:E3UHSONPA
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® oracle@monitor.wtf 01.10.21
Empty Line Binary Guess

Attarhmante: emima n7m cmima n7m
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Thanks for Listening!

FABIAN ISING

EMAIL: FISING@FH-MUENSTER.DE
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