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Get the secrets. Easy as that!
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Reality is not as easy
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What can we observe? How does a CPU work internally?
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- Modern CPUs contain multiple microarchitectural
elements
- Transparent for the programmer

- Optimize for performance, power consumption, ...
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- Leak cryptographic keys
- Leak information on co-located virtual machines
- Monitor function calls of other applications

. Build covert communication channels
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How do you find these attacks?

Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



Read documentation
and patents

25 Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



Read documentation
and patents

Develop ideas

25 Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



Read documentation ) Test ideas and start
Develop ideas
and patents over

25 Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



26

New CPU, New Features
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New CPU, New Features Repeat from the beginning
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Finding side channels and vulnerabilities is a complex and
time-consuming process
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Can we do better?
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. . Automation for Side-Channel Search

- How can you find bugs in software in an automated

way”?

- Fuzzing is an automated software testing method

- Inject invalid, malformed, unexpected input to a
program

- Can we apply a similar approach do find

microarchitectural side-channels?
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Can we automatically decide whether we found a side channel?

31 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



\
N

. Modelling Side Channels

%,

32 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



\
N

. Modelling Side Channels

%,

Reset Seq.

[\

Reset Seq.

32 Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



. Modelling Side Channels

Reset Seq. Trigger Seq.

/\Y Trigger Seq. /\Y

Reset Seq.

32 Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



. Modelling Side Channels

Reset Seq. Trigger Seq.

/\Y Trigger Seq. /\Y

/

. ResetSeq. ,

\ /
\ /
\ /

b

N N
@ Measurement Seq.

32 Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



\

: Testing Potential Side Channels

%,

©

SeQreset

33 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



\

. Testing Potential Side Channels

%10

L
) <O
SGQreset | SGQmeosure b

33 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



\

. _ Testing Potential Side Channels

/:‘

o8 0

Seqreset Seqmeasure Cold path SO

33 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



i,

%

Testing Potential Side Channels

o8

Seqreset Seqmeasure Cold path SO

5

SGQreset

33 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



Testing Potential Side Channels

%

L
O S
{

SGQreset

©

Seqreset Se(%rigge/’ SeQmeasure

®

Cold path SO

.@.
0}

33 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



%

33

Testing Potential Side Channels
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Osiris - Fuzzing x86 CPUs for Side Channels

Offline
AN
ISA Instructions
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... Kernel ASLR (KASLR)

%,

- Many exploits rely on the knowledge of the memory
location of a certain function

- OS Kernels are protected by KASLR

- Memory location of the kernel is randomized

- Attacker do not know where to attack
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KASLR: Kernel Address Space Layout
Randomization

Boot A

| 5 0 M |

Boot B

| 59 I |

Boot C

| 5y M |

- Kernel is loaded to a different offset on every boot
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. KASLR break based on MOVNT and transient
execution
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. _ Findings - FlushConflict

%,

. KASLR break based on MOVNT and transient
execution
- Works on new Intel CPUs (tested up to Alder Lake)

- Breaks KASLR reliably in 136ms (average)
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... Osiris — Lessons Learned

- We can automatically search for side channels
|~

- Scaling such tools is challenging
é%g — Osiris prototype is currently limited to 1 instruction

per sequence
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Can we find more powerful attacks?
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Can we find more powerful attacks?
Can we leak actual data instead of meta data?
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CPU Optimization: Lazy Error Handling

Z,
KT

- With Meltdown, we exploit out-of-order execution to
leak the content of inaccessible kernel addresses

— Faulty state is never architecturally visible
— Use a side-channel (Flush+Reload) to make it visible

- Many different attack variants:

— Fallout, ZombielLoad, CrossTalk, ...
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User Memory

value = faulting[O0]
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User Memory
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- Many possibilities for faults and microcode assists
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Memory Access Checks (simplified)
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- Many possibilities for faults and microcode assists

Cache Miss
Handler
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- Medusa: new variant of Zombieload
- Leaks from write-combining buffer, i.e, REP MOV
- Used for fast memory copy, e.g., in OpenSSL or kernel

— Leaked RSA key while decoding in OpenSSL
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Findings - MDS Attack on Ice Lake

KN

- Intel's Ice Lake CPUs were labeled MDS-resistant
— Transynther found a working MDS attack
- Variant of a Fallout attack

48 Daniel Weber (@weber_daniel), Michael Schwarz (@misc0110)



... Transynther - Lessons Learned

- We can automatically search for transient-execution
attacks

49 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



-, . Transynther - Lessons Learned

- We can automatically search for transient-execution
|~ attacks

- Post-analysis can also be automated

(29
3

H

49 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



... Transynther - Lessons Learned

(29
3

H

49

- We can automatically search for transient-execution

attacks

- Post-analysis can also be automated

- Regression bugs can be found using automated

tools
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Are there also architectural bugs?
What about unknown instructions?
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£ Finding Unknown Instructions

%,

- Sandsifter® searches for undocumented x86
instructions

- Trick to check for valid instruction bytes using page
faults
- Haruspex® uses speculative execution and
performance counters

9Sandsifter (Christopher Domas):
https://github.com/xoreaxeaxeax/sandsifter

bHaruspex (Can BOIUK): https://github.com/can1357/haruspex
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- Model-Specific Registers (MSRs) are special CPU
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Model-Specific Registers and their Hidden Secrets

- Model-Specific Registers (MSRs) are special CPU

control registers
- VIA C3 CPU had backdoor access? hidden behind an
undocumented MSR bit

“GOD MODE unlocked: Hardware backdoors in x86 CPUs (Christopher Domas
- BlackHat USA '18)
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5890 undocumented MSRs

1MSR allows
TOCTOU vulnerability

New MSRs hint towards

vulnerabilities
55 Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)



\

iy,

%,

Findings - Undisclosed Attacks

- MSRs often used to introduce vulnerability fixes
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Findings - Undisclosed Attacks

- MSRs often used to introduce vulnerability fixes
- MSRs exist before public disclosure

— Useful for 1-Day Exploits
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- Mitigate prefetch side-channel attacks
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Findings - Attack Mitigation

- Mitigate prefetch side-channel attacks

- Reduce Crosstalk leakage

- Reduce Medusa leakage
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- Searching for unknown behavior is hard

- We can automate the search for undocumented

MSR behavior

- Automation allows tracing changes between

releases
(cf. Transynther)
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Conclusion
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CPU Fuzzing - Lessons Learned
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- Scalability: Automation is easier than manual efforts
(even if limited)

— Extensible: Able to scan way more variants (often
minor changes)

- Versatile: Execute on various microarchitectures

61
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All our tools are accessible and open source:
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All our tools are accessible and open source:

— https://github.com/D4nielMoghimi/medusa

— https://github.com/CISPA/osiris

— https://github.com/IAIK/msrevelio
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- Automated approaches are a fruitful way in

- finding new and unknown attack variants
- regression testing
- extensible for new building blocks and architectures

- Despite limitations, great toolkit and support for

manual efforts

- Play an essential role in CPU research

Daniel Weber (@weber_daniel), Michael Schwarz (@miscO110)
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